
Group Policy is one of the most powerful control planes in a Windows environment. A single Group Policy Object (GPO) can change 
security settings, disable defenses, and push configuration to every domain-joined user, computer, and server in scope. That reach makes 
Group Policy essential to operations—and highly attractive to attackers.

For years, many organizations relied on Microsoft Advanced Group Policy Management (AGPM) to add the change control native Group 
Policy lacks. Extended support for the Microsoft Desktop Optimization Pack (MDOP), which includes AGPM, ended on April 14, 2026. 
Organizations still running AGPM are now governing a high-impact attack path with tooling that receives no security updates, bug fixes, or 
compatibility assurances. This brief explains the security problems inherent in Group Policy, why unsupported AGPM raises that risk, and 
how Cayosoft Group Policy Management restores governed, auditable control.

Core Technical Value of Cayosoft Group Policy Management
One governed lifecycle prepares, reviews, approves, versions, and deploys every GPO change outside live Active Directory—so only 
approved policy reaches users, computers, and servers, and every decision is preserved as evidence.

April 14, 2026: AGPM End of Support
AGPM still runs, but it no longer receives security updates, bug fixes, or compatibility assurances. The tool many organizations use to 
control a high-impact attack path is now itself an unmanaged risk.
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TECHNICAL BRIEF

Close the Group Policy change-control gap attackers exploit, replace unsupported Microsoft AGPM, and govern every 
GPO change across Active Directory domains and forests.

Ungoverned Group Policy: Why GPOs Become 
a Security Risk Without Change Control
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Native Group Policy has no draft state, no staging area, and no copy under review. There is only the live object in Active Directory and 
SYSVOL. When an administrator clicks OK in the Group Policy Management Console, the change is in production and begins applying to 
every user and computer in scope at the next refresh. That design creates structural weaknesses that compound across large GPO estates.

No Review Before Impact
Mistaken, conflicting, unauthorized, or malicious settings reach endpoints and servers without an independent approval step.

Overwritten History
Editing a GPO discards its previous state, making it difficult to prove what a policy looked like on a given date or to restore a known-good 
version quickly.

No Durable Approval Record
Separation of duties is asserted through tickets and procedure rather than evidenced in the policy history itself.

Broad Privilege for Narrow Tasks
Administrators often receive wide Active Directory rights simply to edit, link, or deploy a policy, expanding the number of accounts that can 
change configuration everywhere.

Hidden Conflicts
Large GPO estates mask conflicting settings, inheritance effects, and unintended outcomes until after deployment.

Fragmented Control
Multiple domains and forests—trusted and untrusted—drift into separate procedures, consoles, and audit trails held together by backups, 
scripts, and spreadsheets.

Expanded Attack Surface
Compromised privileged accounts and AI-assisted attacks can act at machine speed. Because a single GPO can reach every device and 
server in scope, uncontrolled policy change gives attackers an outsized blast radius.

The Security Problem with Group Policy

Zero Trust Implication
A Zero Trust approach assumes administrative credentials can be compromised. For Group Policy, that means no single account 
should be able to write, approve, and deploy a policy change on its own—and every prior state should be recoverable.

One GPO. Every Workstation. No Malware Binaries.
In the PAYLOAD incident, the entire impact was delivered through policy configuration. With no malicious file to detect, the change to 
Group Policy itself was the attack—which is why controlling GPO change is a security control.

Attackers Use Group Policy as a Distribution Channel
Group Policy is a trusted, SYSTEM-privileged mechanism that endpoint tools are generally not designed to inspect. Once attackers gain 
privileged Active Directory access, they can use it to deliver malicious payloads, weaken defenses, and disrupt operations across devices 
and servers at once—without dropping malware on each endpoint.
The PAYLOAD incident, investigated by Kaspersky’s Global Emergency Response Team in April 2026, shows how this works in practice. 
After entering through an SSL VPN with compromised domain credentials and obtaining domain-admin-equivalent rights, the attackers 
created a GPO named PAYLOAD and linked it at the domain root. That single policy distributed ransom notes, replaced wallpaper and lock 
screens, enforced a logon banner, and disabled the local Administrator account on every domain-joined Windows workstation. A second 
root-linked GPO disabled Windows Firewall across all profiles. Investigators found no Windows encryptor, no malicious binaries, and no 
endpoint persistence—the attack lived entirely in policy configuration. Impact appeared a day later, when endpoints rebooted, giving the 
attackers a quiet window to exfiltrate data that was later published on a leak site.

AI-assisted attacks raise the stakes further by applying machine reasoning, speed, and persistence to find and exploit weaknesses. 
Because Group Policy can reach so many systems, its misuse sharply magnifies an attacker’s blast radius. Governing who can change 
policy, what changed, and how quickly a known-good state can be restored is a security control—not just an operational convenience.



AGPM extended the Group Policy Management Console with check-in and check-out, versioning, role-based editing and approval, and 
rollback. It was never sold on its own; it shipped inside MDOP for Software Assurance customers. The final release, AGPM 4.0 SP3, dates 
to 2016, and Microsoft has not announced a direct successor.

What ended on April 14, 2026, was the support commitment, not the software. AGPM archives keep running, which makes the decision 
easy to defer. But continuing to govern Group Policy through unsupported tooling introduces specific risks:

Why Unsupported AGPM Elevates Risk

Control every GPO change. Cayosoft Group Policy Management governs every Group Policy change before it reaches Active Directory, 
with approval, versioning, analysis, rollback, and multi-domain control in one managed lifecycle. Teams work from an offline repository and 
deploy only approved changes to live Active Directory.

Governed Group Policy Change with Cayosoft Group Policy Management

No outage forces the move. The pressure shows up at the next server refresh, the next audit, or the first incident with no vendor behind the 
tool. None of those is a good time to start evaluating replacements.
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Risk

No security updates

Why It Matters

No bug fixes or compatibility 
assurance

Newly discovered vulnerabilities in AGPM will not be patched. The AGPM server and its service account sit 
in a privileged position, with the rights needed to create, modify, and deploy GPOs across the domain.

There is no guarantee AGPM will keep working with future versions of Windows Server or the Group Policy 
Management Console. A server refresh can break the change-control process without warning.

No vendor to call during an incident If AGPM fails or behaves unexpectedly during an outage or attack, there is no support case to open—at the 
moment fast, trusted rollback matters most.

Audit and compliance exposure Auditors increasingly ask who supports the tools enforcing change control. An unsupported control is 
difficult to defend as an effective one.

Regression to manual workarounds Falling back to native GPMC backups, tickets, and scripts does not reproduce AGPM’s 
archive-and-approval workflow, returning teams to live-production editing.

Stranded history Years of versions, comments, and approvals—often retained because an auditor required them—remain 
locked in an aging archive on a server that must be kept alive to answer historical questions.

The Audit Question to Prepare For
Who supports the tool that enforces your Group Policy change control—and can you prove what changed, when, and who approved it, 
across every domain and forest?

What a Replacement Must Deliver
• A controlled workspace outside live Active Directory where changes are prepared, reviewed, and approved before release.
• Preserved versions for every change, with practical rollback to a known-good state.
• Separate rights for editing, approval, and deployment, without expanding Active Directory privilege.
• A complete history of who changed what, when, and why.
• Pre-deployment analysis to catch differences, conflicts, and unintended outcomes.
• One consistent lifecycle across trusted and untrusted domains and forests.
• A migration path that carries existing AGPM history forward instead of restarting it.



Moving off AGPM does not mean starting the audit record over. The migration moves every AGPM-controlled GPO into Cayosoft Group 
Policy Management together with its history:

• Each checked-in version in the AGPM archive becomes a version of the managed policy, imported oldest first.

• Check-ins, deployment requests, approvals, and deployments carry over with their original dates, people, and comments.

• OU links recorded in AGPM are preserved on the managed policy.

• The migration only reads the AGPM archive, so AGPM keeps working until you choose to retire it.

The result: when an auditor asks what changed, when, and who approved it, the answer covers the AGPM era too—without keeping a 
decommissioned server alive to answer older questions.

Migrate from AGPM Without Losing History
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Group Policy Risk

Every save becomes a live production 
change.

Cayosoft Capability

Prior state and approval evidence are hard 
to reconstruct.

Offline repository with check-out, edit, 
check-in, approval, and deployment steps.

Archived versions, comments, audit history, 
user events, and comparisons.

Conflicts and inheritance effects are 
hidden until release.

Difference reports, conflict analysis, and 
RSoP analysis before deployment.

Broad permissions are granted for narrow 
tasks.

Separate role rights for edit, approve, and 
deploy.

Each domain or forest runs its own 
process.

One console for trusted and untrusted 
domains, plus gold-policy replication.

Outcome

Only reviewed and approved policy reaches 
Active Directory.

Faster investigation and repeatable audit 
evidence.

Fewer unintended outcomes and faster 
troubleshooting.

Evidenced separation of duties with reduced 
privilege exposure.

Consistent governance and one source of 
truth.

Governed Change Flow
Every GPO change moves through the same explicit lifecycle. Active Directory remains untouched until the approved version is deployed.

Technical Capability Map
• Govern Change: Move every GPO through an explicit check-out, edit, check-in, submit, approve, and deploy lifecycle. Active 

Directory stays untouched until the approved version is deployed, and every step is recorded with comments, user actions, and 
approval records.

• Recover Confidently: Restore a known-good policy quickly with archived versions, rollback, policy comparison, difference reporting, 
conflict analysis, and Resultant Set of Policy (RSoP) analysis.

• Control Every Domain: Manage trusted and untrusted domains and forests from one browser-based console, with separate 
role-based rights for editing, approval, and deployment.

• Standardize Operations: Replicate reusable gold policies across domains, automate repeatable work with PowerShell, and support 
on-premises deployment without fragmented scripts or local procedures.

Step 1: Check Out

Lock the policy 
so only one 
administrator 
edits it.

Step 2: Edit

Change settings 
offline in the 
repository.

Step 3: Check In

Save a new 
version with 
comments; prior 
versions are 
retained.

Step 4: Submit

Request review 
of the proposed 
change.

Step 5: Approve

An independent 
approver accepts 
or rejects it.

Step 6: Deploy

Release only the 
approved version 
to Active 
Directory.

From Risk to Control
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Measure

Outcome Measures

Change Control

What Good Looks Like

Separation of Duties

No GPO change reaches Active Directory without an approved version.

Edit, approve, and deploy rights are held by different people and evidenced in history.

Recovery Speed A known-good policy can be restored quickly from archived versions.

Audit Readiness Who changed what, when, why, and who approved it can be answered from one record—including 
AGPM-era history.

Pre-Release Visibility Conflicts and unintended outcomes are identified before deployment.

Consistency Trusted and untrusted domains follow the same lifecycle and standards.

Migration Without Disruption
Because migration reads the AGPM archive without changing it, teams can validate imported policies and history side by side before 
retiring AGPM—no cutover weekend and no gap in change control.

Bottom Line
Group Policy is too powerful to manage with live-production edits or unsupported tooling. Cayosoft Group Policy Management 
replaces AGPM with a governed lifecycle—draft, review, approve, version, analyze, deploy, and roll back—while carrying existing 
AGPM history forward.

A technical evaluation should prove that Group Policy changes cannot reach Active Directory without review, that every version and 
decision is preserved, and that history from AGPM carries forward intact. Test representative GPOs, roles, domains, and negative paths.

Recommended Proof of Concept
1. Baseline the Current Process
Record who can edit, approve, and deploy GPOs today; where history lives; how rollback works; and how long it takes to answer an audit 
question about a past change.

2. Migrate Representative AGPM History
Import a set of AGPM-controlled GPOs and confirm that versions, comments, approvals, deployments, and OU links match the original 
archive.

3. Separate Duties
Assign editor, approver, and deployer rights to different users or groups, then confirm an editor cannot approve or deploy their own change.

4. Analyze Before Release
Introduce a conflicting setting and verify that comparison, difference reporting, conflict analysis, and RSoP analysis surface it before 
deployment.

5. Test Rollback
Deploy a change, then restore the prior known-good version and measure how long recovery takes compared with the current process.

6. Verify Multi-Domain Control
Manage policies in at least one trusted and one untrusted domain from the same console, and replicate a gold policy across them.

Evaluating an AGPM Replacement
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Cayosoft Group Policy Management governs every Group Policy change before it reaches Active Directory, with approval, versioning, 
analysis, rollback, and multi-domain control in one managed lifecycle. Teams work from an offline repository, separate editing from 
approval and deployment, manage trusted and untrusted domains from one browser-based console, and deploy only approved changes to 
live Active Directory.

• Govern Every GPO Change: Move each GPO through edit, check-in, submit, approve, and deploy so only approved policy reaches 
Active Directory.

• Prove Who Changed What and Why: Keep archived versions, comments, approval records, and user history in one audit-ready 
record across the policy lifecycle.

• Roll Back to a Known-Good Policy: Restore a prior GPO version quickly with archived versions, policy comparison, and rollback 
when a change goes wrong.

• See Conflicts Before Deployment: Use difference reports, conflict analysis, and Resultant Set of Policy analysis to catch 
unintended outcomes before release.

• Separate Edit, Approve, and Deploy Rights: Delegate narrow GPO responsibilities by role so teams evidence separation of duties 
without broad Active Directory permissions.

• Manage Every Domain from One Console: Govern trusted and untrusted domains and forests from one browser console, with gold 
policies and PowerShell automation.

About Cayosoft Group Policy Management

Cayosoft delivers the control, visibility and resilience organizations need to manage, monitor and recover hybrid Microsoft identities and AI 
agents. Organizations worldwide rely on Cayosoft to automate administration, monitor critical changes and non-human identities, and 
recover confidently from mistakes, attacks and disruptions across Active Directory, Microsoft Entra ID, Microsoft 365 and Intune.

Cayosoft is a leader in identity resilience, with continuous product innovation, analyst validation and award-winning solutions. Its portfolio 
includes Instant Forest Recovery, the industry’s first and only patented technology of its kind. Cayosoft was named a 2026 Inc. Best 
Workplaces winner for employee engagement and workplace culture and maintains a 100% CSAT rating for customer support.

About Cayosoft

Group Policy Management Value
Control every GPO change. Draft it, review it, approve it, deploy it, and prove it—without treating every edit like a production release.

https://www.cayosoft.com/products/group-policy-management/

