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Cayosoft Administrator User Provisioning

Standardize the joiner, mover, and leaver lifecycle across Active Directory, Microsoft Entra ID,
Microsoft 365, and Al agents
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Executive Summary

Manual user provisioning is not one task. In a hybrid Microsoft environment, it is a chain of identity, access, group, license, mailbox, and
policy actions spread across multiple consoles and systems. The process gets slower and less reliable as exceptions accumulate, scripts
age, and responsibility moves among HR, service desk, identity, and infrastructure teams.

In the age of Al, it does not create user provisioning problems, but it raises the cost of getting it wrong. As Al agents, automation, scripts,
applications, and attackers introduce identity changes faster, inconsistent joiner, mover, and leaver processes can quickly become
excessive access, missed deprovisioning, license waste, audit gaps, or operational risk.

Cayosoft Administrator replaces that fragmented operating model with standardized, rule-driven lifecycle automation across Active
Directory, Microsoft Entra ID, Microsoft 365, Exchange, Teams, Intune, and connected business systems. It can automate user creation,
role changes, group and license assignment, suspension, termination, cleanup, and license reclamation while applying approvals,
least-privilege delegation, and searchable change history.

Core Technical Value of Cayosoft Administrator

One governed workflow can receive an authoritative identity event, apply organization-specific rules, create or update the required
hybrid objects, assign access and services, record the change, and reverse or suspend access when the lifecycle event changes.
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Market Validation

Cayosoft was named in Gartner’s 2026 Innovation Insight: IVIP and IAM Augmentation Vendors Are Disrupting Light IGA as a Light IGA
vendor supporting joiner, mover, and leaver workflow orchestration. That inclusion reinforces the market need for practical,
faster-to-value identity governance approaches that help organizations automate provisioning, deprovisioning, delegation, and audit
evidence without taking on the cost and complexity of a full IGA suite.

The Hidden Cost of Manual User Provisioning and Deprovisioning

The visible cost is administrative time. The hidden cost is operational variance: the same business event produces different results
depending on which ticket, script, console, administrator, exception, or sequence is used.

Fragmented Execution

Administrators move among AD, Entra ID, Microsoft 365, Exchange, Teams, Intune, HR or ERP data, ITSM tickets, scripts, and
spreadsheets. Every handoff introduces delay and another opportunity for data or policy drift.

Inconsistent Access

Manual or brittle processes can assign the wrong group, license, mailbox, attribute, or privilege. Role changes are especially risky because
old access may remain while new access is added.

Slow Onboarding

New users may wait for multiple teams and synchronization points before they receive the accounts, groups, licenses, mailboxes, folders,
or profiles required to work.

Incomplete Offboarding

A disabled account can still leave unresolved cleanup work. Lingering licenses, memberships, sessions, mailboxes, devices, and
downstream access create cost, exposure, and compliance issues.

Al-Speed Identity Change

Provisioning and deprovisioning gaps become more dangerous as Al agents and automation take on more operational work.
Over-permissioned agents, stale accounts, unresolved mover access, and incomplete offboarding can all expand faster when identity
workflows are inconsistent, manual, or difficult to audit. The requirement is not just faster provisioning. It is controlled, governed, reversible
lifecycle execution.

Broad Administrative Rights

Native consoles often expose more authority than a service desk or regional administrator needs for a narrow task. What you do not
automate, you have to do manually; and for that, organizations give IT admins broad permissions required to run native tools such as ADUC.
These solutions do not allow granular delegation of tasks or just-in-time permissions. This increases the blast radius of mistakes.

Weak Evidence

When approvals and actions are scattered across tickets, scripts, and consoles, proving who changed what, when, and why becomes a
reconstruction exercise.

Script Dependency

A script may automate a step while preserving fragile ownership, undocumented dependencies, and inconsistent exception handling.
Automation without governance can simply move the risk.

Our Help Desk wasn't built for scripting, and mistakes were happening. As a result, there was a
big increase in the number of tasks being sent to our engineering team. We started falling

behind on IT projects because we were doing work that previously went to the Help Desk.
With Cayosoft Administrator’s web-based solution, we have passed 90% of daily hybrid tasks
back to our Help Desk.

— Scott Kessman, Systems Engineer Manager at AMI.
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How Cayosoft Administrator Changes the Operating Model

Cayosoft Administrator treats provisioning and deprovisioning as governed lifecycle processes rather than isolated account actions.
Business events can trigger rules that evaluate identity attributes, apply policy, execute tasks across connected Microsoft and business
systems, and retain an auditable history of the result.

Lifecycle stage Manual pattern Administrator approach

Joiner Ticket-driven creation across separate Use HR, ERP, SIS, ITSM, file, API, LDAP, or SQL-fed data to drive
consoles rule-based creation and assignment.
Re-evaluate attributes and business rules to update groups, licenses,
Mover Add new access, then manually remember mailboxes, and related resources. Regular attestation campaigns help
cleanup confirm that group membership and access remain aligned with current
business needs.
Disable the primary account and open Runa governe?d su.spend or deprovisiorying sequence.that re'moves
Leaver access, reclaims licenses, handles mailbox or retention actions, and
follow-up tasks .
records completion.
. . E L d actions to help desk, HR, local IT, ,
Delegated request Grant broad rights or escalate to senior IT Xpose O.n y approve. actions fo help des ocaltl, group owners, or
self-service users, with scopes, rules, workflows, and approvals.
Audit Collect evidence from tickets, logs, and Search the change and action history to establish who changed what,
scripts when, and why.

Provisioning Flow

1. Receive the Event
A source-of-truth event or approved request supplies identity data and lifecycle status.

2. Evaluate Policy
Rules evaluate attributes such as department, location, role, worker type, start date, and organization-specific fields.

3. Create or Update Objects
The workflow creates or changes the required AD, Entra ID, and Microsoft 365 objects and related services.

4. Assign Resources
Policies apply groups, licenses, mailboxes, naming conventions, folders, profiles, and other required resources.

5. Record and Enforce
The platform retains action history and can continue enforcing group, license, attribute, and lifecycle policy.

Technical Capability Map for User Provisioning and Deprovisioning in
Cayosoft Administrator

Cayosoft Administrator provides the technical control layer for hybrid Microsoft identity lifecycle operations. The capabilities below show
how Administrator connects authoritative data, applies policy, executes provisioning and deprovisioning work across Microsoft and
connected systems, delegates approved tasks safely, and preserves the evidence needed to govern the process.

Hybrid Microsoft User Provisioning

Administrators can manage AD, Entra ID, Microsoft 365, Exchange, Teams, Intune, and connected systems from a unified operating layer
with automated, pre-built workflows.
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Authoritative Data Integration

Provisioning can be driven by HR, ERP, SIS, or ITSM events. Cayosoft Administrator enables has multiple ways of ingesting identity changes
including file drops, REST and PowerShell APIs, SQL and Oracle databases, HR systems such as Workday, and APl integrations with ITSM
systems such as ServiceNow.

Rule-Based Lifecycle Automation

Rules can create synchronized hybrid accounts, generate identifiers and credentials, assign groups, licenses, and mailboxes, and
re-provision access when attributes or roles change.

Modern Suspend and Deprovisioning

Modern Suspend, AD user Suspend, and Undo Suspend capabilities help teams disable identities, remove access, reclaim Microsoft 365
licenses, clear sessions, and handle mailbox cleanup through a governed deprovisioning process.

Role Based Access Controls (RBAC)

Role-based and attribute-based policies can govern licenses, dynamic groups, and entitlements. Approvals and time-bound access can be
incorporated where required. Tasks can be delegated by role and scope so service desk, HR, local IT, and other operators perform approved
actions without receiving broad administrative rights.

Audit and Operations

Action history, searchable change records, approvals, reports, error tracking, and SIEM integration support operational review and audit
evidence.

How User Provisioning Fits with Light IGA

Light IGA matters here because user provisioning is where identity governance becomes operational. Access policies only create value
when they can be executed consistently across the systems that manage users, groups, licenses, and applications.

Gartner’s 2026 Innovation Insight: IVIP and IAM Augmentation Vendors Are Disrupting Light IGA named Cayosoft as a Light IGA vendor
supporting joiner, mover, and leaver workflow orchestration. That reference reinforces Administrator’s role in helping Microsoft-centric
organizations automate provisioning, deprovisioning, delegation, and audit evidence without taking on the cost and complexity of a full IGA
suite.

For organizations with an existing IGA platform, Administrator can also serve as the controlled execution layer inside Active Directory,
Microsoft Entra ID, Microsoft 365, and connected systems. It applies the rules, completes lifecycle actions, enforces delegation, and
preserves evidence where identity work actually happens.

We appreciate being able to do overall user management from one spot. Cayosoft
Administrator is taking the place of access to AD, access to Office 365 and sometimes access

to Azure AD - that 2-3 areas I'd have to go to —and now | can see it all and manage it all in
one place.

— Donald Donais, Enterprise Collaboration Manager, Pediatrix

Evaluating User Provisioning Controls

This evaluation section is designed to help you move from “we need better user provisioning” to a clear, testable plan. Start by defining the
controls the organization needs for joiners, movers, leavers, delegated tasks, exceptions, and audit evidence. Then use those controls to
build proof-of-concept scenarios that show whether Cayosoft Administrator can enforce the process consistently in the real environment.

In practical terms, the checklist defines the rules of the road. The proof-of-concept evaluation tests whether those rules can be applied
across actual identity lifecycle work with the right speed, delegation, cleanup, and evidence.
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User Provisioning Controls and Requirements Checklist

Start here when gathering requirements with identity, infrastructure, HR, service desk, security, compliance, and application owners. Use
the checklist to define the source data, lifecycle events, approval rules, delegation boundaries, exception handling, and audit evidence that
the workflow must support. Then use those answers as the input for proof-of-concept testing in the next section.

¢ Authoritative source and ownership for each attribute.

¢ Joiner, mover, leaver, leave-of-absence, contractor, and rehire event definitions.

¢ Naming, collision, alias, UPN, and mailbox policies.

e Group and license assignment rules, including enforcement and reclamation.

¢ Approval requirements for privileged, regulated, or exceptional access.

e Suspend versus delete behavior, retention timing, mailbox handling, session revocation, and undo requirements.
¢ Delegation boundaries by task, object, location, business unit, and role.

¢ Error handling, retries, notification, reconciliation, and exception ownership.

e Audit, reporting, evidence retention, and SIEM requirements.

¢ Pilot scope, rollback plan, test identities, and acceptance criteria.

Important Implementation Note

The product can standardize the process, but the organization must still define the lifecycle policy. Automating an ambiguous or
disputed policy makes the ambiguity run faster.

Recommended Proof-of-Concept Evaluation

Use this section second. After the controls and requirements are defined, run a proof of concept that tests whether Cayosoft Administrator
can enforce them across real joiner, mover, leaver, suspension, delegation, and exception scenarios. The evaluation should not stop at
creating a test user. It should prove that lifecycle work can be completed with the right policy, the right access, the right evidence, and the
right cleanup.

The easiest way to use this section is to take the answers from the checklist above and turn them into test cases. For example, if the
checklist defines how contractors should be provisioned, how movers should lose old access, or how a terminated user should be
suspended, those become evaluation scenarios. Each scenario should be measured against the current manual process so the team can
see the difference in speed, consistency, delegation safety, and audit readiness.

1. Baseline the Current Process
Document systems touched, handoffs, scripts, exceptions, approval paths, evidence sources, and failure recovery.

2. Choose Representative Personas
Include at least one standard employee, one exception-heavy user, one mover, and one leaver or suspension scenario.

3. Connect the Source Event
Use the same authoritative data pattern intended for production, such as HR feed, ITSM trigger, database, API, or approved operator
request.

4. Configure Policy
Implement naming, attributes, groups, licenses, mailboxes, delegation, approvals, and deprovisioning behavior.

5. Test Negative Paths
Validate missing attributes, duplicate identities, restricted groups, unavailable licenses, connector failures, and undo or rehire behavior.

6. Verify Evidence
Confirm action history, approvals, before-and-after details, reporting, errors, and operator accountability.

7. Compare Outcomes
Measure elapsed time, touches, escalations, retries, exceptions, and cleanup completion against the baseline.
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Outcome Measures

Process consistency The same lifecycle event produces the same approved result across users and operators.

Provisioning speed Account and resource availability improves without sacrificing approvals or policy checks.

Access, licenses, memberships, sessions, mailbox actions, and downstream tasks reach a defined

Deprovisioning completeness
P g P completed state.

Delegation safety Routine work shifts to the right team without broad admin rights or uncontrolled console access.

Exception rate Fewer manual corrections, escalations, and script interventions are required.

The team can show the trigger, operator or rule, approval, actions, result, and exception history from one

Audit readiness .
evidence path.

License hygiene Assignment and reclamation occur as part of lifecycle processing rather than periodic cleanup.

Bottom Line

Cayosoft Administrator is not simply a faster way to create an account. It helps organizations turn hybrid identity lifecycle work into a
governed, repeatable operating process that is easier to delegate, audit, change, and complete — so human, automated, and Al-driven
activity can move faster without scaling identity risk.

About Cayosoft Administrator

Cayosoft Administrator is a purpose-built platform for secure, automated, and compliant hybrid identity administration. It gives IT teams
one controlled system of action for managing Active Directory, Microsoft Entra ID, Microsoft 365, Exchange, Teams, Intune, and connected
systems — replacing fragmented consoles, manual workarounds, and fragile scripts with policy-driven workflows.

With Cayosoft Administrator, teams can standardize joiner, mover, leaver, delegation, group, license, and audit processes while reducing
operational risk and freeing senior engineers from repetitive identity work. The result is a calmer, more governed operating model where
routine work is consistent, exceptions are controlled, and evidence is easier to produce.

On average to create an account used to take about 2 hours, which sounds like a

lot, but it was true. Now, we can delegate this to the help desk and they can create
accounts in about 5 minutes.

— Citrus Health case study

Why Cayosoft

Cayosoft helps organizations achieve identity resilience, create efficiencies, and recover quickly across the Microsoft hybrid identity stack.
Organizations replace legacy tools with Cayosoft for stronger security, faster recovery, and unified hybrid identity control.

Microsoft platform experts founded Cayosoft with a simple mission: to build hybrid Active Directory security, efficiency, and governance
through a unified, policy-driven platform. Cayosoft brings together management, monitoring, recovery, automation, delegation, governance,
and audit readiness so IT teams can work from one trusted operating model.

Every part of IT gets what it needs: administrators reduce the grind of hybrid user provisioning with rules, roles, and automation; help desk
teams delegate safely without risk; compliance teams automate audit readiness; infrastructure leaders strengthen business continuity;
and security leaders gain proven resilience and continuous identity-layer protection.
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